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Name

Mobile: +91-xxxxxxxxxxx
Email: ​**********@gmail.com **********@live.com
Address: F.No.xxx, xxxx Residency

xxxxx Layout, 

New Thippasandra, Bengaluru-560075

Summary

I am Security Analyst with 3 yrs of Experience across multiple roles in Information Security Domain and well versed with the Security Technologies. I have worked in challenging environment and handled roles such as Technical Lead and Security Testing Analyst. I have been entrusted for handling the Vulnerability Assessment & Penetration Testing activities for the organization as well as of Client projects..

Education and Work Experience

International Business Machine ( Nov 2016 - Present)

Working as Technical Services Specialist with IBM Managed Security Services

· Working as an Analyst in Vulnerability Management for the Client
· Management of the Vulnerabilities and helping different teams with the scanning and remediation strategies
Tata Consultancy Services (Feb 2014 - Oct 2016)

Worked as Technical Lead at Corporate Security Operations Centre

· Lead for Vulnerability Assessment and Management.
· Responsible for the Architecture Design, Resource Forecasting, Deployment of Nexpose Vulnerability Assessment Tool Globally across Enterprise
· End to End Management of Nexpose Vulnerability Assessment Tool for the Enterprise and its Clients
· Designing the VA scan Policies and fine tuning of Vulnerability Templates for different Use Cases.
· Performed Penetration Testing of Security Products, Web Application and Servers using Metasploit Framework.
· Handling Malware Incident Response, Forensics and Mitigation for Enterprise & Customers.
· End to End PoC for Microsoft EMET (Enhanced Mitigation & Experience Toolkit).
· Entrusted for Deployment of SIEM RSA Security Analytics.
· Performed PoC of Security Onion for the enterprise.
· Packet analysis using Bro, tcpdump and wireshark.
· Python scripting for automation of activities
· Working knowledge of Snort IDS and surricata
· Handled several Malware Incidents and its Forensic Analysis.
· Responsible for handling new security products testing
· Worked on RFID Card Cloning & its Security Testing.
· Worked on security evasive Techniques. Finding and remediating flaws in the Infrastructure Security Implementations across the enterprise.
Institute of Engineering and Technology, MJP Rohilkhand University, Bareilly

Bachelors of Technology in Computer Science and Information Technology – July, 2013

· DGPA: 7.13/10
· Management of University Intranet and Network Security during the Pre-final and Final Year .
· Development of Web Content Filtering System in Central Computing Centre.
· Installation and Management of Linux Servers.
· Development and Installation of Private Cloud Infrastructure in Central Computing Centre.
· Management of University's CISCO ASA Firewall.
Intermediate from DAV Public School, BSEB Colony. Patna affiliated to CBSE ​– May 2009

· Percentage: 66.2%
High-School from DAV Public School, BSEB Colony. Patna affiliated to CBSE​– May 2007

· Percentage: 80.4%
Trainings

· LINUX Administration from MNNIT, Allahabad for Period of 5 Weeks.
· Ethical Hacking and Countermeasures Expert from Zoom Technologies, Hyderabad for Period of 4 Week
· RSA Security Analytics Administration, by EMC Trainer in Noida for a Period for 3 Days
IT Proficiency

· Certified Ethical Hacker v8 (EC-Council)
· Vulnerability Assessment and Penetration Testing
· Malware Forensics and Analysis
· High Proficiency in Linux
· Programming Languages: C, Python
· Operating Systems: Linux, Unix, Solaris, Windows, Mac
· SIEM, Network
· Network Security Implementations and Threat Management
· Cisco ASA Firewalls and UTM's
Activities and Hobbies

· Security Research over Internet and testing the new Security Technologies.
· Reading Security Blogs and Security Breaches.
· Internet Surfing and Reading Web Articles.
· Listening and Singing Rap Music
· Participated in Freestyle Singing Contest in Annual University Festival
· Reading Technology Magazines, Playing FPS.

